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Abstract— With the pervasive growth of Internet of Things
(IoT) and the increasing reliance on multi-cloud infrastructures,
ensuring the security of interconnected devices becomes
paramount. Attackers and intruders now focus their attention
on the devices and hosts that are linked to the Internet as a result
of the expansion and development of the Internet. As a direct
result of this, the level of sophistication required maintaining the
integrity of systems and data has increased. Recent events have
caused a shift in the relevance of data security and data analysis
methods for large volumes of data due to the massive amounts
of data and their steady growth. An intrusion detection system,
often known as an (IDS), is a system that monitors and analyses
data in order to identify any intrusions that have been made into
a system or network. This paper introduces an approach to
address the complex challenges of intrusion detection in a Multi-
Cloud IoT environment via comprehensive analysis. Because of
the network's large volume, diversity, and speed of data
generation, the task of analyzing the data to identify attacks
using more conventional methods has become very challenging.
This research contributes a holistic and intelligent solution to
the evolving challenges of intrusion detection, addressing the
unique intricacies posed by the intersection of IoT and multi-
cloud technologies. According to the findings, Random Forest is
a superior technique that greatly boosts the accuracy by 99%
and it is maximum as compared to other methods.

Keywords—IoT, intrusion detection system, cloud, deep
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L INTRODUCTION

The rapid expansion of the Internet of Things (IoT) has
brought about a significant transformation in several
industries, such as smart homes, smart agriculture, healthcare,
and more [1]. According to survey data, it is projected that the
number of IoT devices would exceed 4.1 billion by 2025 [2].
Internet of Things (IoT) gadgets are indispensable in
individuals' everyday existence. However, the extensive
integration of these devices with the internet exposes them to
several security risks. Internet of Things (IoT) devices,
including smart gadgets, establish communication with each
other over the internet and are susceptible to several network
attacks that might potentially compromise their security.
According to data conducted by Nozomi Networks, there was
anotable increase in new [oT botnet attacks in the first half of

2020, with 57% of IoT devices being vulnerable to these
assaults [3]. Furthermore, attackers possess the capability to
launch denial-of-service (DoS) attacks, which deplete
network and device resources [4]. Consequently, the
improvement of security for IoT devices has emerged as a
crucial field of study [5]. In order to minimize the potential
dangers presented by various forms of assaults, scientists are
now working on the creation of intrusion detection systems
that can accurately detect and identify harmful activities inside
networks. Intrusion detection systems continuously monitor
systems in real-time and promptly offer alerts in the event of
any abnormalities, therefore augmenting the security of
communication. Intrusion detection systems (IDSs) are
employed to safeguard -electronic information and
communication systems from unauthorised access, misuse,
and data recovery. Their purpose is to ensure the uninterrupted
operation and security of information systems, as well as to
enhance the protection, confidentiality, and privacy of
personal data through various measures. Cybersecurity refers
to the proactive measures used to protect computers, servers,
mobile devices, electronic systems, networks, and data against
intentional and harmful intrusions. It is often referred to as
information technology security [6][7]. These intrusions
involve manipulating control systems in the field of research
to alter the document system, increase profits, perform
unauthorised logins, access confidential records, and deploy
malware (such as viruses, Trojan horses, and worms) that can
modify the network's state. Network incursions are caused by
incoming packets in the network system that carry out actions
such as denial of service (DoS) assaults or efforts to gain
unauthorised access to the system [8].

Machine learning has been widely used in intrusion
detection due to its fast progress in recent years [9][10].
Cloud computing has significantly transformed the landscape
of intrusion detection systems (IDS), offering enhanced
scalability, flexibility, and computational power. By
leveraging cloud-based resources, IDS can efficiently analyze
vast amounts of network data in real-time, enabling the
detection of sophisticated and rapidly evolving cyber threats.
The centralized nature of cloud computing facilitates the
deployment of global IDS solutions that can monitor diverse
network environments. Cloud-based IDS solutions often
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integrate advanced machine learning algorithms and
behavioral analytics, benefitting from the vast data sets and
computational capabilities available in the cloud. However,
this evolution in IDS architecture also raises concerns related
to data privacy and security. Ensuring the confidentiality and
integrity of sensitive intrusion data stored in the cloud remains
a critical consideration. Machine learning algorithms provide
distinct benefits in comparison to conventional detection
approaches. Artificial intelligence algorithms have the ability
to acquire intricate patterns and rules from extensive datasets,
as well as effectively process high-dimensional and nonlinear
data. Consequently, they are highly applicable for detecting
intrusions in complex systems.

A. Intrusion Detection System (IDS)

The concept of an IDS is a burgeoning field that has many
different ways in which it may be applied to computer systems
and the networks that it consists of. Some of the most
significant types of intrusion detection systems use a single
algorithm to identify both the traffic data and the changing
actions that it reveals. It has been shown that not all single-
class algorithms can guarantee a low frequency of false alarms
and a high detection rate [11]. Therefore, the operational
approach is based on the utilization of an intelligent hybrid
technology that is comprised of various sets of classifiers that
are helpful in improving the system's overall productivity in
an intelligent manner [12]. For the purpose of making progress
in the field of IDS, the intelligence-based mechanism of IDS
has used a number of different data mining methods, including
as classification, decision trees, artificial neural networks, and
clustering, to facilitate data mining and advance the field of
IDS. Methods such as genetic algorithms, decision trees, and
artificial neural networks are included in these techniques. In
addition, the use of a technology known as support vector
machines, or SVM for short, provides the most effective
strategy for the categorization of both clean and invasive
varieties of data [13].

An IDS is a critical component in safeguarding the
security of IoT environments, and its integration with cloud
computing and deep learning techniques has become
increasingly essential. In this context, the use of IoT-based
cloud infrastructure provides a scalable and flexible platform
to handle the massive data generated by interconnected
devices. The deployment of deep learning models, particularly
those enhanced by swarm intelligence, further fortifies the
IDS against sophisticated and evolving cyber threats. Deep
learning algorithms, with their ability to autonomously learn
intricate patterns from data, empower the system to recognize
anomalies and potential intrusions in the vast and diverse
datasets inherent in IoT networks. The incorporation of swarm
intelligence, inspired by collective behavior observed in
natural systems, enhances the adaptability and collaborative
decision-making of the IDS. This collective intelligence aids
in efficiently discerning between normal and malicious
activities, providing a robust and dynamic defense
mechanism. Together, the fusion of IoT, cloud computing,
deep learning, and swarm intelligence contributes to a holistic
and intelligent intrusion detection system that is capable of
addressing the unique challenges posed by the interconnected
and complex nature of [oT environments. This approach not
only strengthens the security posture but also establishes a
foundation for resilient and adaptive cybersecurity solutions
in the era of [oT.
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The most important function of an IDS is to identify and
monitor both data intruders as well as those who try to access
data. The following requirements must always be met if an
intrusion detection system is to fulfill its primary function as
a reliable security measure [14][15].

Confidentiality: The system can only be discovered by a
user who has been granted permission.

Availability: In this context, computer technology enables
authorized users of the system to have access to a variety of
resources and to the system itself, all without interfering with
the functioning operation of the system.

Integrity: It is imperative that the information be shielded
from any and all potentially harmful activity.

An overview of the fundamental components that make up
an intrusion detection system is depicted in figure 1 below.

Data
Collection
Data Pre-

Fig. 1. Basic architecture of IDS.
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B. Intrusion Detection Techniques

Signature-based Intrusion Detection Systems (often
referred to as SIDS) and Anomaly-based Intrusion Detection
Systems (AIDS) are the two primaries classifications of
IDSs. An explanation of each will be provided in the following
sections.

Signature intrusion detection systems (SIDS): SIDS
utilises methods that depend on identifying patterns to detect
a specific attack, which are sometimes referred to as
"Knowledge-based Detection" or "Misuse Detection". The
development of "SIDS" was aimed at addressing the
increasing menace of cyber-attacks. Alternatively, the alarm
signal is triggered when the pattern of a potential breach
matches the pattern of a previous breach that has already
occurred [16].

Anomaly-based intrusion detection system (AIDS): This
kind triumphed over SIDS in terms of its capacity to overcome
the constraints imposed by SIDS, and as a result, it captured
the attention of a great number of academics. In AIDS, a
model of the usual behavior of the system is constructed with
the use of machine learning. An anomaly is defined as any
behavior that deviates significantly from the norm of the
model. Any and all methods of this kind operate on the
presumption that any activity that deviates in any way from
the normal behavior is seen as an intrusion.
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Hybrid detection system: This IDS combines a signature-
based detection method in addition to an anomaly-based
detection system, which enables it to identify possible threats
with a low rate of error.

Figure 2 displays the several categories that the intrusion
detection system comes within.

Intrusion
Detection System

‘ Technology type

‘ | Detection methodology |

Host-based | |Network-based ‘ | Misuse-based ‘ | Anomaly-based

Statistics-based | Rule-based ‘ ‘ Pattern-based ‘ ‘ State-based | ‘ Heuristie-based ‘

Fig. 2. Classification of IDS

C. Types of Attacks

There are four distinct kinds of attacks, each of which is
broken out into its own section below.

User to Root Attack (U2R): An attacker compromises a
system by posing as a legitimate user, gaining access to the
system with the normal user's rights after stealing their
password, and then exploiting a variety of flaws to gain
control of the whole system [17][18].

Probing: It is an effort to detect flaws in a computer system
by collecting information from a computer device in order to
do so.

Denial-of-Service Attack (DoS): In order to prevent
legitimate users from accessing computers, an attacker may
create fake accounts that seem to be legitimate but instead
overload system resources, fill up memory, or block access
altogether [19].

Remote to local Attack (R2L): The attacker may send data
packets to the device via the network without needing to log
into the device in any way. This might allow the attacker to
impersonate a legitimate user on the device and get access to
sensitive information [20].

D. Intrusion detection system using cloud and deep
learning

An Intrusion Detection System (IDS) using deep learning
and cloud technologies represents a cutting-edge approach to
enhancing cybersecurity in dynamic and distributed
computing environments. This system leverages the
capabilities of deep learning algorithms for robust and
adaptive intrusion detection, while also harnessing the
scalability and flexibility offered by cloud computing. Here's
an overview of the key components and advantages of an IDS
based on deep learning and cloud integration:

1. Deep Learning for Intrusion Detection:

Utilizing deep neural networks for anomaly detection and
pattern recognition in network traffic. Deep learning models,
such as CNNs and RNNs, can learn complex features and
relationships within the data, enabling them to identify
abnormal patterns indicative of potential intrusions.

2. Cloud-Based Data Storage and Processing:
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Leveraging cloud infrastructure for efficient storage and
processing of large volumes of network data. Cloud platforms
provide scalable and on-demand resources, allowing the IDS
to handle varying workloads and adapt to changing network
conditions. This ensures that the system remains effective
even in environments with high data velocity.

3. Real-Time Monitoring and Analysis:

Implementing real-time monitoring of network traffic
using cloud-based resources. The IDS continuously analyzes
incoming data streams, quickly detecting any deviations from
normal behavior. This real-time capability enables swift
responses to potential threats, reducing the impact of
intrusions on system integrity.

4. Scalability and Resource Optimization:

Taking advantage of the elasticity of cloud computing to
scale resources up or down based on the workload. During
periods of increased network activity or potential attacks, the
IDS can dynamically allocate additional computing resources
for faster and more accurate detection.

5. Threat Intelligence Integration:

Incorporating threat intelligence feeds from the cloud to
enhance the IDS's ability to recognize known attack patterns.
This integration ensures that the system remains updated with
the latest information about emerging threats, enabling
proactive defense against evolving cyber threats.

An IDS integrating deep learning and cloud technologies
offers a robust and scalable solution to the challenges posed
by modern cyber threats, providing organizations with a
proactive defense mechanism in dynamic computing
environments.

II. REVIEW OF LITERATURE

Kalita et al., (2023)[21] developed an IDS in a highly
dynamic environment is difficult since there is always more
data to analyses in regards to potential intrusions. It is fairly
uncommon for a machine learning model to lose its edge in
the real world after being trained on static training data. Moth-
Flame Optimization (MFO), a generic optimization technique
that supports random initialization, served as the starting point
for the development of this system. The average time
complexity of the hyper-parametric optimization procedure
has been proven to decrease dramatically. Using the standard
NSL-KDD dataset as an evaluation ground, we found that our
suggested framework achieved a very promising convergence
rate and detection performance. The suggested framework
provides yields an average accuracy of 97.5% for IDSs. The
suggested framework, which employs MFO as its
fundamental optimization method, has also been compared to
others that make use of other metaheuristic algorithms, and we
have discovered that it performs better.

Hossein et al., (2023)[22] studied that network security
relies heavily on intrusion detection to safeguard computer
systems against unauthorised access and malicious assaults. In
addition, the current models undergo testing using a particular
dataset. This study introduces a new approach to intrusion
detection using an ensemble-based machine-learning
algorithm. The results of our study, which utilised various
ensemble methods, indicate that the Random Forest technique
employed in our proposed approach outperforms existing
methods in terms of accuracy and false positive rate (FPR).
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The suggested technique routinely attains an accuracy rate
over 99% and demonstrates excellent assessment metrics,
including Precision, Recall, Fl-score, Balanced Accuracy,
Cohen's Kappa, and others.

Anushiya et al., (2023)[23] examined that the IoT concept
offers several advantages to humanity. Due of their limited
resources, [oT devices are vulnerable to various cyber-attacks
initiated by attackers. MLTs are used in IDSs to categorise
network data as either benign or malicious based on its
distinctive attributes. Nevertheless, the proliferation of IoT
devices and the vast amount of complex data they generate
need the development of more efficient search and machine
learning algorithms. By applying optimisation algorithms to
the BoT-IoT dataset, we may develop an intrusion detection
technique for IoT devices using Deep Learning Techniques
(DLTs). Moreover, this work presents a novel technique for
selecting features in IDSs. The complexity of the network
dataset are significantly reduced, and the use of the AAFSO
(Assimilated Artificial Fish Swarm Optimisation) approach
has enhanced the proposed systems by identifying crucial
qualities relevant to the challenge. The experimental findings
demonstrate that the proposed approach for intruder detection
systems, using Distributed Ledger Technologies (DLTs) and
the UNSW-NB 15 dataset, achieves a high accuracy rate of
94.4880% with the AAFSO algorithm combined with GA-
FR-CNN, surpassing the performance of other current
approaches. When using the BOT-IoT dataset, the AAFSO in
conjunction with GA-FR-CNN achieves a remarkable
accuracy rate of 93.7756%. The suggested strategy
outperforms the BOT-IoT dataset in terms of performance on
the UNSW-NB 15 dataset.

Alkanhel et al., (2023)[24] stated that the use of internet-
of-things (IoT) is progressively expanding across several
aspects of our everyday existence, leading to a substantial
accumulation of data. Cloud computing and fog computing,
which are widely used in IoT applications, have resulted in
significant security apprehensions. The wuse of these
technologies has led to an increase in cyberattacks due to
inadequate current security measures. This work introduces a
hybrid optimisation approach designed for feature selection in
Intrusion Detection Systems (IDS). The GWDTO algorithm is
derived from the grey wolf (GW) and dipper throated
optimisation (DTO) methods. The suggested approach
exhibits a more optimal equilibrium between the exploration
and exploitation phases of the optimisation process, resulting
in enhanced performance. The performance of the GWDTO
method was evaluated on the employed IoT-IDS dataset using
arange of evaluation measures. It was then compared to other
optimisation techniques in the literature to confirm its
superiority. Furthermore, a statistical study is conducted to
evaluate the stability and efficacy of the suggested
methodology. The experimental findings validated the
superiority of the suggested technique (GWDTO) in
enhancing the classification accuracy 98.4% of infiltration in
networks based on the Internet of Things (IoT).

Alzaqgebah et al., (2022)[25] stated that the widespread use
of Internet applications and services across computer
networks has resulted in a surge in cyber assaults and unlawful
application usage, both of which endanger the availability of
the service and the privacy of its users. A network IDS looks
for suspicious activity in network data that traditional
firewalls miss. It has been shown that the feature selection
technique for reducing dimensions is more effective in IDSs.
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In this research, we introduce the GWO, a tweaked bio-
inspired algorithm designed to enhance the IDS's capacity to
detect anomalies in network data. In order to guarantee that
the informative characteristics are included into early
iterations, the smart initialization phase combines the filter
and wrapper techniques. In addition, we employed the
modified GWO to fine-tune the settings of the Extreme
Learning Machine (ELM), a fast classification approach we
chose. Using the UNSWNB-15 dataset, the suggested method
was compared against many meta-heuristic methods. As
generic attacks constitute the bulk of the dataset, this paper's
major focus was on developing methods for identifying them
in live network traffic. The suggested model achieved the best
results among the available techniques by reducing the
crossover error rate and the false positive rate to around 30%.
The highest accuracy (81%), Fl-score (84%), and G-mean
(84%), as well as the greatest overall outcomes, were all
achieved by this method.

Xia et al., (2022)[26] analyzed that the goal of this study
to propose a method of optimising BP neural networks using
the Adaboost algorithm, which will help improve the
detection rate and detection efficiency of intrusion detection
models for industrial control systems, which are currently
problematic due to their susceptibility to a wide variety of
attacks. As a first step, we utilise PCA to de-correlate the raw
data. The Adaboost algorithm is utilized to fine-tune the
weight of the training data in order to find the appropriate
weight and threshold to get the best results from the BP neural
network. There was a total of 13817 data points gathered
throughout the industrial control experiment, with 9770 of
those data points classified as normal and 47 as abnormal, as
shown by the findings. There are also 13 outliers within the
typical 3987 data points in the test set of 4000. The average
detection rate and detection speed of the BP neural network
optimization method described in this study are much higher
than those of existing algorithms for all types of attacks. By
enhancing the BP neural network, it is shown that the
Adaboost method may successfully address the intrusion
detection issue.

Otair et al., (2022)[27] studied an intrusion detection
system is a crucial defence mechanism used to identify and
counteract intrusions. Researchers are endeavouring to
develop novel algorithms to scrutinise all incoming and
outgoing activity and detect anomalous patterns that may
indicate a potential system intrusion. The recommended
approach for intrusion detection involves using the GWO
algorithm to tackle the difficulties associated with feature
selection. Furthermore, it utilises PSO to efficiently update the
position information of each grey wolf by using the most
favourable value. The PSO approach retains the individual's
best position information, so preventing the GWO algorithm
from settling to a local optimum. The NSL KDD dataset is
used to assess the effectiveness of the proposed technique. The
classification is conducted using the k-means and SVM
algorithms to assess performance in terms of accuracy,
detection rate, false alarm rate, feature quantity, and execution
time. The results indicate that the proposed method effectively
improved the performance of the GWO algorithm by
incorporating K-means and SVM algorithms.

Kan et al., (2021)[28] intended in the realm of network
security, it is crucial to precisely identify different forms of
IoT network intrusion assaults initiated by the attacker-
controlled zombie hosts. This study presents a novel approach
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for identifying unauthorised access in Internet of Things (IoT)
networks, using an Adaptive Particle Swarm Optimisation
Convolutional Neural Network (APSO-CNN). More
precisely, the PSO technique is used, using a changing inertia
weight, to dynamically tune the structural parameters of a one-
dimensional CNN. Our assessment technique considers both
the assigned prediction probabilities for each category and the
prediction labels to assess the effectiveness of the proposed
APSO-CNN algorithm with the manually provided
parameters of the CNN (R-CNN). Concurrently, we assess the
overall effectiveness of the APSO-CNN approach by
comparing it to three other established algorithms. This
assessment is conducted using five conventional evaluation
indicators and the statistical measure of accuracy, based on 10
distinct trials. The simulation findings confirm the efficacy
and dependability of the APSO-CNN algorithm in detecting
intrusion assaults in a diverse IoT network.

Farhan et al., (2021)[29] examined a Network Intrusion
Detection System (NIDS) identifies both regular and harmful
activities by examining network data. This analysis has the
capability to identify new types of assaults, particularly in
Internet of Things (IoT) contexts. Deep Learning (DL) has
shown its superior performance in tackling complicated real-
world issues, such as NIDS, as compared to machine learning
methods. However, this strategy requires more processing
resources and is time-consuming. Feature selection is crucial
in selecting the most optimum characteristics that accurately
reflect the target idea during a classification procedure.
However, when dealing with a substantial number of
characteristics, the process of picking important features
becomes challenging. This study recommends using
Enhanced BPSO, which combines Binary Particle Swarm
Optimisation (BPSO) with correlation-based (CFS) classical
statistical feature selection, to solve the BPSO feature
selection problem. On the flow-based CSE-CIC-IDS2018
dataset, Deep Neural Networks (DNN) classifiers assessed the
selected characteristics. The experimental results show a 95%
accuracy in processing speed, detection rate, and false alarm
rate compared to other benchmark classifiers.

Devan et al., (2020)[30] examined that the trend of the
usefulness of technology based on the Internet is rapidly
ascending at a high rate day by day. Because of this greatrise,
an enormous quantity of data must be created and managed. It
should be obvious why giving the task of guaranteeing
network security one's entire attention is necessary. Within the
realm of the aforementioned security, the use of an intrusion
detection system is an extremely important factor. The
XGBoost—-DNN model that has been suggested makes use of
the XGBoost approach for the selection of features, and then
it uses a DNN for the classification of network incursion.
Normalization, feature selection, and classification are the
three stages of the XGBoost—-DNN model. Normalization is
the first stage. During the training of DNN, the Adam
optimizer is used for the purpose of optimizing the learning
rate, and the softmax classifier is utilised for the purpose of
classifying network intrusions. Cross-validation is used to
ensure that the suggested model is accurate before it is
compared to other shallow machine learning techniques
already in use. The performance of the suggested approach
was much better than that of the current shallow methods that
were employed for the dataset.

Haghnegahdar et al., (2020) [31] intended that the smart
grid is an innovative and intelligent power distribution
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network that belongs to the future generation. Because of the
nature of its cyber infrastructure, it is necessary for it to be
able to properly identify any possible cyber-attacks and
respond with the right steps in a timely way. This study
develops a unique intrusion detection model to categorise
cyber-attacks and power-system events into binary, triple, and
multi-class categories. The IDS uses a whale optimisation
algorithm-trained artificial neural network. For minimum
mean square error, the WOA is utilised to initialise and update
the ANN weight vector. This WOA-ANN model can handle
power system assaults, failure prediction, and detection. WOA
can educate ANN to find appropriate weights. The proposed
model is compared to many common classifiers. Comparisons
show that the WOA-ANN model is superior than previous
techniques.

A. Comparison of reviewed technique

There is a wide range of authors who studied on a multi-
clouds IoT environment intelligent intrusion detection
framework-based on swarm-based deep learning classifier and
give their findings as shown in Table I.

TABLEL

Authors [Ref.]
Kalita et al.,
(2023)[21]

COMPARISON OF REVIEWED TECHNIQUE

Techniques Outcome

MFO The suggested framework
provides yields an average
accuracy of 97.5% for IDSs.
Random Forest | The  suggested  method
routinely achieves above 99%
accuracy and excels in
Precision, Recall, FI-score,
Balanced Accuracy, Cohen's
Kappa, and more.
AAFSO The experimental
show that the suggested
intruder detection system
employing DLTs and the
UNSW-NB 15  dataset
achieves 94.4880% accuracy
using the AAFSO algorithm
and GA-FR-CNN,
outperforming other existing
techniques.
The experiments showed that
the recommended approach
(GWDTO) improved
infiltration classification
accuracy by 98.4% in IoT
networks.
GWO The suggested
achieved the best results
among the available
techniques by reducing the
crossover error rate and the
false positive rate to around
30%. The highest accuracy
(81%), Fl-score (84%), and
G-mean (84%), as well as the
greatest overall outcomes,
were all achieved by this
method.
By enhancing the BP neural
network, it is shown that the
Adaboost  method  may
successfully — address the
intrusion detection issue.
Otairetal., K-means +SVM | The findings demonstrate that
(2022)[27] the  suggested approach
successfully achieved the
required enhancement of the
GWO algorithm while using
K-means or SVM algorithms.

Hossein et al.,
(2023)[22]

Anushiya etal.,
(2023)[23]

findings

Alkanhel et al., GWDTO

(2023)[24]

Alzagebah et al., model

(2022)[25]

Xia et al., Adaboost

(2022)[26]
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APSO-CNN The simulation  results
demonstrate the effectiveness
and reliability of the APSO-
CNN algorithm in detecting
intrusion attacks in a multi-
type IoT network.
BPSO-based The experimental results
Feature show a 95% accuracy in
selection processing speed, detection
rate, and false alarm rate
compared to other benchmark
classifiers.
XGBoost-DNN | The performance of the
suggested approach  was
much better than that of the
current shallow methods that
were employed for the
dataset.
WOA-ANN The findings of the
comparison demonstrate that
the WOA-ANN model that
was developed and it is better
than to other traditional
methods.

Kanetal.,
(2021)[28]

Farhanetal.,
(2021)[29]

Devanetal.,
(2020)[30]

Haghnegahdar et
al., (2020) [31]

III. COMPARATIVE ANALYSIS

In this section, several authors provide their results
following the accuracy performance metrics, which are
described in Table II. According to Table II, Kalita and his
fellow students were able to greatly boost the accuracy using
the MFO method for intrusion detection system, which
resulted in 97.5%. By using a Random Forest method, Hossein
and his colleagues obtained 99% accuracy, while Anushiya
and his colleagues attained 94.4% accuracy using the AAFSO,
which is minimum as compared to MFO. By using GWDTO,
Alkanhel and his colleagues achieved a superior accuracy of
98.4% which is greater as compared to AAFSO, MFO method
but not much higher than Random Forest.

TABLEIL COMPARATIVE ANALYSIS
Author Year Technique Accuracy
Kalita et al., [21] 2023 MFO 97.5%
Hosseinet al., [22] | 2023 Random 99%
Forest
Anushiya etal., 2023 AAFSO 94.4%
[23]
Alkanhel et al., 2023 GWDTO 98.4%
[24]
Farhan et al., [29] 2021 BPSO-based 95%
Feature
selection
Alzagebah etal., 2022 GWO 81%
[25]

The highly achieved accuracy is revealed in Fig. 3., as can
be seen in the following graph. The Random Forest has
attained maximum accuracy which is 99% for detect the
intrusion attacks as compared to other methods as shown in
the graph.
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Fig.3. Comparison graph

IV. DISCUSSION

This paper discusses the most recent research on multi-
clouds IoT environment intelligent intrusion detection
framework based on swarm via the utilization of deep learning
approaches. Following a short overview of the intrusion
detection system and a quick comparison of the survey papers,
we conclude that there have been several studies on intrusion
detection system and classification utilizing IoT based multi
cloud environment based on deep learning algorithms over the
last decade. In addition, several of them used a combination
of methods to boost the efficiency of their system and shorten
the amount of time it took for them to respond. Due to its high
level of detection performance, Random Forest is the
technology of choice for detecting and classifying intrusion
detection system in multi-cloud IoT based-environment.
Nevertheless, there are numerous factors to consider while
deciding on the best approach, including the kind and quantity
of data, the available time, and the desired accuracy of the
detections.

V. CONCLUSION AND FUTURE WORK

In conclusion, the development and implementation of a
Multi-Cloud IoT Environment Intelligent Intrusion Detection
Framework, leveraging a Swarm-based Deep Learning
Classifier, represent a significant stride towards fortifying the
security of complex and dynamic IoT ecosystems. The
integration of swarm intelligence and deep learning
techniques enhances the adaptability and responsiveness of
the intrusion detection system, enabling it to efficiently
identify and mitigate evolving security threats. This
framework addresses the inherent challenges of the multi-
cloud and diverse IoT environment by fostering collaborative
threat detection and providing a robust defense mechanism
against sophisticated intrusion attempts. The collaborative and
adaptive nature of swarm intelligence complements the
capabilities of deep learning, resulting in a comprehensive
solution that contributes to the resilience of IoT networks in
multi-cloud settings. Based on the comparison graph and
Table II, it is evident that Random Forest approaches exhibit
higher accuracy in comparison to other methods. In the future,
the scalability of the framework should be rigorously tested to
accommodate the growing scale and complexity of IoT
networks. Additionally, the research could delve into refining
the swarm-based deep learning classifier by exploring
advanced algorithms and optimization techniques.
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